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Alert Detected

MMS device 170.39.2.12 attempted to execute an MMS
program identified by name R395024397Application_1 on
device 170.39.2.14. This program access is not allowed
by policy. It is recommended to notify t...

more

n PCAP file

Alert Detected

A DNP3 Master 10.2.1.15 attempted to initiate an illegal
request (application layer confirmation).

v

[ Aert B

Alert Detected

A rogue attempt to remotely login to device. This attempt

violates the network's access policy, as it was done from 22:54:57
source address 10.2.1.6 to destination address 10.2.1.3. It

is recommended to notify...

more

T7o—hRT

Alert Detected

Havex (also known as Energetic Bear) Remote Access
Trojan or Backdoor/Oldrea has been detected. This APT
(Advanced Persistent Threat) is focused on the energy
sector. It provides the attackers access ...

more

v

| Aert B

Alert Detected

A DNP3 Master 10.2.1.21 attempted to initiate an illegal
peration. The operation is to be illegal since it

incorporated function code (WARM_RESTART) which

should not be used by a master. I...

more

n PCAP file

Security Risk Score 5 40/0

Vulnerable Devices Needing » Secure Devices
Devices Improvemen

12‘ 7 & 16

CyberX provides detailed information about each device including device
type, manufacturer, open ports, and known vulnerabilities (CVEs) ranked
by severity.
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Transform SecOps with Virtual Analysts

5x Fewer False Positives
10x Better Detection

20x Faster Investigations

Live Webinar: Learn how Proficio architected the
next generation of a security analytics SOC with RESERVE YOUR SEAT
PatternEx Virtual Analyst Platform Al technology.
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Indegy Industrial Indegy Device Integrity Indegy Risk Assessment
Cybersecurity Suite
Get end-to-end visibility, security Go beyond passive network Understand which assets are at risk,
and control for all OT activities by monitoring with active detection where your OT network is most
analyzing your industrial security checks that automatically and safely vulnerable and how to secure your
posture at the network and device discover all changes related to ICS environment with this customized
levels. devices. service.

Learn More  — Learn More  — Learn More  —

Indegy#tHP20194F9 A 7H https://www.indegy.com/
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